"' Security Scorecard

SEAEL R —

XXXXX#ED
AAT7H—F

£mH : 2021466 82H
AR oo

ZDOLR=MZOWT
ZDOLR— &, 2:00:38 UTC 2021E6 A2HBFRICHIT A Z DA AT A— FOAE—TT, RR L= 3> - FRX D
FERCTRATHA TIIRWZ S ITEBEL T FEE W,

SecurityScorecard T2k # 4 ICET 3

SecurityScorecard(Z(. ¥l T« - ?—Ab%ﬂéﬁﬁ%ﬁéﬁﬁ'éf:mt:ﬁﬁﬁ’( &%, M BB, BRELR—.
CSVF—& + T AR— p X OBEEARZESN TV E T, B A7 H— FIZREIZERNTT 78 RXT5I(C A
T TR AL T RS,

T, SecurityScorecarFARIZ DWW TA T C TR (&L,

BT EECEF 1) T ABEMHWTE LSUALEZEORNBIZE NIRRT, tNSAFH - iR IN/-HFR TOFEZEOHRNWAERO LX) T+ )R ICBBT2ERNDGERTH ) . UHTLDEEEED
W\mxﬂfh ’rr?o:;mif:ij;ﬂf\m‘}%“fmﬁt UL fo%J EEE D l 1 i DHEIREIA, wa 57— R 1 (IEERDEREDSIF. £1-FUH R DBEENOEF 1) T« Wik AIREIZFT
( L Chh) FHA. EF2)T ‘rxm 77—\ (3. (IR DEMRME F [ MOMRIE. (2 IEMEME, 4R, BEM. sLURetE. /N7 V7 71,

)_\zw\mw wZrx., @ j/T//")‘*‘:L A PN ) ; CTFYPMEEDY T I T 1IN R I TR TEMET 22 e 2RO T, BARK - BIRNEE TS xJ R
QLVVJﬂ FTEOITTIEH ) FHA. SiZARLS TRIE. OX2 FOEREDEDTH ) . SecurityScorecard ¥ 1= (% ¢ DIBBLEARS D AR DTS, L5, 07‘:

FRMEAERRT 26D TIHY A



<Y s
‘.' SecurltyScorecard

SecurityScorecard &l

SecurityScorecard(, £ EF 1Y T AIZMA. 10ENEE Y RIVERICEREUTT, A~FOL > TIVEHEAFHT L R T LA
FRLToELTMT 2+ ) T (iHA—ERTY. C. D, * T:Lift:%ﬁh‘é NI-FETIE. AFF(IBICHERH T a -3
YR LT, X2 ) T BEARIDUEMS FEh-oTWET . 77)r—santFal) 71/ FEBDEE
EWVWOEREDY RVERIFZ, BEEZSISRIITIEEZISICRBLTVEY, INSDERICEWTFEFMS /Pt ETIE,
T REPHERINDAEEMES., ADEELY H10EEH KD AEELHY £T,

SecurityScorecar&{F (T > A T LDFFHRIZDOWWTIE, “HAE B (FFaL,

1
“SecurityScorecard|Z & 2BHDARIZL > TF— KIWRAEFFNARET 2 Z & ATTREIC” (77)

\/_’ ( 7 ) 7—_ 1N
/Ao Z 7 ZDEHDROEE R TOEMA7L — HaitD
. AT 1%33%0)} =y
202156 B 2H

7
A% BIET

1LT7HI> bEERTS

ZOT77AIVIGFHLMEBAERICEINTVETH, HETHLREOKROBRICTE £
YA, THI> MaERT 2. BABOR 27 H— FIZNA ., #RannBac B8, BELR—
., CSVF—X + T ZR— M EOMBEIZEBRITT 28R TEBL )12 £7.

2. TSRV Ty b T2 b EBEET B

THI bAEERLI-S. 4B8IZIRBT 2R REMDH D & D & L TSecurityScorecard THIE &
FEEDHL, 2AT7H— FOFHBIZHEA 52550, 25 ) FU&IL -7y b T2 h &
BLET. DEIZISCT, IPOEBEIZEMA) 2T AN LET.

3. Roh - -MBEREHRT S
ZAT A= FONBETF—LTHAELET. tF1) T WROREL LEFETE 25, th
(FABESEDEF 1) T 3BT ORHY 7.

4. FIBRAHBIELT. RaAT745MALEES

BIET OIS LEGANLIh, MBIZIRELAWEESRO(fzh. HEWEREIL rO—L
IR 2R ARBLIZUAEINTHD DS T, FHFEINI-FERAEBIEL. MRKDARR
ABEAT) ZEICE ST, BRICHERMO B WK 2 e TEET. MBIRRIIYAR— k- F—LAIC
ST, KRROIEEHLH DHE(F. YR— b - F—LHBEEXBRRNICHRL 7.

72w b 74— LR TEEABIET DA . EX—)L (support@securityscorecard.io) THMEIWE
HhE(FEE N,

Ty NG —  SecurityScorecard 75 b 7 A —/Ald. B TR —L 3L (cROWTWET, Eitoh

#?‘ih H %‘fﬁ ART—ERMEYR— | - FoLAl3, BESSURRY —CREERTREL. pRES LU

L\&\jm-L,ji DR BN L CRIEMBRZERYAAET. Z07 0 A0BRETHR— FABE(IZ 1
~ (3. EX—JL (support@securityscorecard.io) THEIWVEHHE (&L,

F2UTFAYROIZETZERORRTHY . \H L BFEEEED
HMENXFF, F

&ty . (2) IEREME. AR, B, BLUT

1K %7
WZe, LG a7

— C .\ q
A X METRAENI-RiRS



mailto:support@securityscorecard.com
mailto:support@securityscorecard.io

P2 y o1 11—t £ -
131 Security Scorecard xxxxx.comDFFAAL R — b - 21/6/2(Z#ERL | 3/138

AAT7H— FOBIE

XXXXXFE

"l
Td

3

FIYr—sar - wEa T4 ()momvflf—vay
@0 Fa—kyt-z37 OER LR
()00 DNSOEH# GERESIRETER S EUFS
D)o ToFRI b F2)TA OEIAYEs 1il 1
Ao NyH—Fryr— OERVESIYRESS S b2

30HEIX a7 B

RDTZ 718, ZOEHOBEHAEF 1) T« - o3 IORBALRHRARL TWET., XAT7 - X7 4—T 2 ADE—7
. 2R LX) T ool E, KIRREENBIE, %A T7I7R T F v 5 RET IR AL EERLTWET., —
7. ARTE. S RTFLABLUOT T r— a s DiREEE. VLY 2 TEBORBHAERL TWET.

A E | | | E

c | 1 1 1 ;

D : ; 1 | i

fl s s s e

5A2H 5A9H 5R16H 5RA23H 5830H
_ Os—
u XXXXX.COM u 77/02

& L) 7 A BIEOATE L UBRILEONRIC RoteFa) T4 ROIETZERDORRTHY . WHBEEEED
B IRTES 12| DIEREMEDIFF, 13U 2BEBEDOLF 1) 7 Xk aMEIZT
i yThdH ) FEA F. (2) EREME. 453, T, HLumett. /7. VT U7

-

Ji

FIN— Y T PR TEIMET S 2

- A
=]

7 L. LU X 3 . R - BRI TISHL T, R
AlE % L) FBA. HaZARL HT f ; 3. > P DIERED D TH ) . SecurityScorecard £ 1= (F ¢ DIBBLEARME D AR DTS, 5%, F1-
($RAi# 26NDTEHY) A



2
Y )
.‘3' Security Scorecard

7o aYIg

g3

FT7)r—ar-tFa
DAl

R E AN
71

IRRENItER

FyhI=7 -2F¥alT
1

& >t i

Z2AT~OE  HEHIhRER

-01

-01

-5.4

57

<-01

-11

HTTPS XA L b - INR—UHRETEH ) FBA- VA PO XL - JEAL T MR
EAHHTTPSAy & — ¥ HTTP Strict Transport Security (HSTS) ~w & —DtF+ 1) 7 1 #4
BEABIIRL TW\2710. )T ELY A PREEDHZYA M- =) ZAL o b
INDMESEHEHBHY) T

HSTSDANZ | - 7577 4 2HWebh - F TRESNTLEHA. Webt - FAHHTTPST
REINTVRIGETH, ARRNICIEEINLVIRY . (FXAEDT T 7Y —(ZHTTPIRD
Webt o b~ A RINFAA DI, WebtF o + DFARHE (¢ DIFr THREIFELRE(IC
LU THESSICA ) £9. WEHL. SFEHAKOHTTPSIRWebY o MZT 22X T 2D
T, R ) ICEZEDSH BWebtr o MIFAHIEAFEL £9.  (JhRAE) HSTS~N Y & —
AERTHE. I—H—(ZBANWebH 1 FMZT I E2ALIHE. HTTPSTIRE X 1t-Web
YA MIT CICELT D120, ZOFEBERBOBKRIZE SENTITIEAET.

aALFLY ¥ Fa - RS — (CSP) A% ) FHA.CSPF AL o T« 7lE. Web
R=LDL R OB EZHB )Y —REO— RIRENEWebT T 7Y —(ZHERL
9. ZhiZLl) . otz ) V—ZRREENH D)V —ZAHWeb_R—JITHAIND (¢
N, A=Y —DT 59— 2L >TEITEND) DEHCZEATEET.

Webtf o | TX-Frame-Options?O XX | + 757 F 4 ANFKEINTULFHA. X-Frame-
Options & BATRENZERE L7 & . (BRETE LW AIDWeb Y o FOR—C DT L —AIZH
1 FHEDAFNDABEMEA DY) £9. ZOFAE. V=P vIb  TUUZTY L IRE
AL NIERIZRER-ICERENIZY . 2 voP ey o RBICERINI-YLET.

Webt 4 | TX-Content-Type-Options?dd R b + 750 F 4 AAKRINTWETA. 77
Y=g TV EMBIZHNTL. MIMERA 7 - Ny X—DIEE & (ZRA 2 FiETa Y
FUoVENIRT B ABH Y ETH. ZDZEE. EF 1) T A OREREENH B —
ROEITIZORADITHEMAO TWET. X AE. WEE(L. BROIBRFAFERL
TEENHHI—FEELTEE. 12 NORRI L I BT TSI —(2¢(na—F
A JavaScripty L CRITS BB EEMA D 1) £ 7.

TWARL—=F (27 SRTFLAMEREINE LIz WAL =T 127 - 22T L LD
Web7'Z I —pWebtf —/N—(ZHEHINTLE T,

HUWeb 75 IH—AMERI N F L1z L \Web 'S5 I —hWebt —/N— (TR I T LY
9.

FEHERABRIZE S AN TWET. HEEBDEX —)LIZBTEN T SN BHERA R R &
nFE L.

SSUTLSH—EZAMEHA 70 b L &HR— P LTWET. M 70 b DL EHR—
PLTWBTLS—ERHHERS N E LTz,

Elasticsearchtf —E ZAMERINF L1-. T— X X— & 2 7 LDElasticsearchh —Hf
IZABINTW S Z eAERINE LTz,

SSHY 7 b7 = 7HMESSR 7’0 DL EHR— P L TWET. /N—2 3228 0) H TFum
SSHZ'O k JJLAEHR— FFBSSHY 7 b 2 7AW —/N—THRITENTWS Z L AR
anE Lz

SMBH—EZRpMERINE L1z 7 7MILE LU T 2 —HFH—ERDSMBA—/RIZ/A
BlaNTWBZ eh RSN E LT,

FUOESHUR A — b EHR— P L TWBTLSH—ERpHERE N E L1z, - SHVEESHR
— FEYR—F L TWBTLSY—E2RAMERSINE L1z,

MySQLY —ERAMERSI N F LTz T—RN—REHL T LOMYSALA—RRIZARE T
TWa I ehEREINE L=,

ROPH—EZAMERRINE LIz YE— b - TOER - —EZDORDPHA—RIZABENT
WBZ EhHERENE LTz,



% s
@' SecurltyScorecard

=
X
=R B Z2AT~OHE BEIHFER

o 05 SSHAWESS/EMACK H 7K — b L TW 33 MES57% A v £ — SRS (MAC) 7ILT ) X4
HtHE N E L1,

(1} 08 AEAEDHIRATIN TLE 9 HIROYINIALBAE A ERT 2L LSO 17> bHY—
IN=ITEETE ) .

(1} 07 ST T AATELSINGAIAEAHERSINE Lz, . BUTILIY XL TELEINT
ALAENHER S N E L1z,

0 02 Microsoft SQL Servertf —EZAMERI N F L1z T— X N—REH T 2 T LDMicrosoft
SQL Servern —fRICABII N TWB Z e ARERE N E L 1=,

(1} 05 SSHAMEES L IES A H7R— b L TW 7. IBS3RESARE an E L.

(1} 07 ALAENBECERINTVWEY BOERINEAEICL T, TISOSA 7> enil
FEHMLTE £ HA.

02 Telnetth —EZAMEREINE L1z JUE— P - TOER - —ERDTelneth —fRIZABIX
NTWBZ ehERINE L1z,

03 KNFIEAEE L TORUIEAED MRS N LTz, . CRUOCSPOL TR HRESINTL
fAL\uEEﬂib\ﬁu InF L.

03 ALAEOEDHMAANZ | - 770 T 1 2L bRARESINTULE . CA/Browser
Forum(CA7 5 U =7 # =5 L) DEHTHERINTUL S L ) b ROEMIRARRE
INTWSAtAE I HERS N E L1,

02 FTIP—ERAHEREINZE L1z 7 7 VEB Y —EROFTPA—RICABEINTWD Z &
HERS N E LT,

/% FERAE O 07 Patching CadenceME KX &1 NDCVE. CVENABHEASAM EZB L-BXRE &) D

SEARERINE LT,

(11} 06 AEMERIN-BEXE TS OfSHE fIEINR F v+ o THRINI-ERE "5 OfssH
NELE—RICAFHEINTVW DTSN D) 7.

0 04 Patching CadenceMEKE " NOCVE . CVENDABIEIOB LB L 1-EXE ", O
SEARERINE LT,

(1) 03 AIEMERI NI-BXE ") OfSHE STEINR F + > THRINI-ERE " DSt
NEE—RICAFHEINTVW DTN DH ) 7.

1) 03 EOSHfh. EOSHR (RETTZL B HR— FAWET L1-R&) H—RRIZABEIhTW3aZ
HERES N E LT,

1) 02 EOL%SR. EOLR (BA%E F 12(HIRZEHWET L1 Bdh) A —RUCABSI N TULD Z e AR
¥ g J B

-01 AEMERINI-EXE K OfSHE TEINR F v o THERINIZERE "MK DSk
NELE—RICABEIN TV S TREMEN D) 7.

01 Patching CadenceDE AR MK, (DCVE. CVEDLARIE120AEZBL-EXE K 0
MesstEn MRS L E LT=.

Y=l TS <011 R L -EAER. HEBDEF X —ILIZBEY 2ERDREAHERINE LT-.
4

O
*”,
X
O
=
%

ROFRTHY . WHLFEEZELD

- 0 ;IW%;XJ . EEDLF 1) T X kAEMEIZT
EMEDRIE.  (2) IEREME. *EE i ﬂMi o) 4(U et QNT. VT ITT
p) FEIN—F I THRTEIMET 22 £ 580 T. RN - Bk £" \LJ*J LT’
. axX>p @"F %%o HEDTHL) . SecurltyScorecard) 1=l 3 T y

=
N Y
J
|
X
o4
+

) F -”/\, Ljf
&, @) arTVl
hh) EBA. iZAlA \/O)KJ J
34 EEA

(B=p

— K fu»’/\ \A U&H’J N-RMELUE

I,
<L,:\



2
Y )
.‘3' Security Scorecard

FIYr—vay Eal T4

Web Application Vulnerability £ 2 —)LTlZ. R4 b/\y FCVEF—X X=X TS5 v o/\y b + TZX7OA4 b + T—R—
2, FELBRRAICUICESTA Ty o 2T En-BBEMEOSUVBHAER L COFETHEE N, EREN D8NS
BEEMOMEIZEDCERBA T o ApMERENET. ZOES1—IUE. BRONBET—2ty MY —FK/N\—F 71 -7
1= RICAZ, MRBEERINI1 Ty o REREA T o b b TF— 250 AAE T, $BWebT7 7 ) r— a3 ntfa
)T A RENRIDUMMEEIRITICEDVTHME N, BFORIAI— FOBREIFA~ONET, BT 75— a3,
HON=U 5 TOTATRBEANDTEEL. RN A2ET 2-OICFERaNET.

O EXE & EXE T, BEXE K © 732ER
HTTPS &AL b - /N\&— 1 WebHf A p TX-Frame- Options 2 Web7 7)) 4r—s 3> 77 2
UHRETIEH ) FHA DRA | - TZ0F 1 ZAHE AT 4= (WAF) Hi&t
. _ KEINTWEFA EhElLfz
HSTSOHO~N X - 7 ‘f 3
2HWebtf b THRIES Webtf -} TX-Content-Type- 2
WEHA Optlons(7)z;§\7<jrL 7;77‘
DTy kEayz 3 TANFRENTOIEA 0 fEREsEN

R — (CSP) A ) & ‘ti'
A

H7) Y — AEEHDOTED 3
RETEHY) FEA

Webtf - | TXXSS- o 3
Protectlorlg‘)/\x N
T AR %”&’éh’cuii’m

Webtf A | TX-Frame-Options?O XX |+ + J 57 F 4 AHFKEX -0 zaropE
NTWEEA

X-Frame-Options & BA/RINIZAE LAx L & . {FRATE LWL FIDWeb o FDR—=Z EDT L —LAIZH A FHYEDHRA F
NAIAEEMALDH Y F9. ZOFAIE. V=2 vIb - ToSZTY BB L) IELIZRES-0OIZEREINY.
o)y oy o WEICERINIZY LET.

B \ HEIREIR \
X-Frame-Options HTTPIG& Ay K — & {FHT D & . R—T %A TDENY, #1712l TALLOW-FROM, F AL o7« 7A&fEAL T,
<frame>, . l<iframe>, .| Z7z(d "<object>) MEATHE ZDOWebH A A S DISEIZRD~NY F—DWF A AEBML F
RNTBZEBTITIOY—IZHTHAEINEIBETE £ 9. X-Frame-Options: DENY' X-Frame-Options: ALLOW-FROM

. B MEIZNAEFERL T, t0YA b T UhUE https://example.com/'
DWebH 1 MIBHAINLEWEHIZTBZET 2 vo
CrvoRBAERBTEET.

2EDHAER
FAA> FIHAURL FXALURL JOIRb - Fz—> O ArElEERE
OOX.COM https://xx00x.com/ https://OO0O.000.com https://A A A xxxxx.com/ Header missing 2021/5/3122:58:37
/?tenant=aaaaaaaaaaaaa https://OOO.000.com
/?tenant=aaaaaaaaaaaaa
AEHL
XXXXX.COM https://xxxxx.com/ https://xxxxx.com/ n/a Header missing 2021/5/24 16:23:08
AL

> o ~ S X
HTTPS) &AL T b - INER—UH'RETIEH V) A -0.4 2370
HA MDA - JEAL T FREHHTTPSA w & — ¥ HTTP Strict Transport Security (HSTS) ~vw & —NDt+ 1
7 ABEEAFIRL TUWB1z, )T LY A MREEDH DY A MZA—H—H1 XL o 3N DHEFHEN
Hl)ET.

&
K


https://platform.securityscorecard.io/?utm_medium=pdf&utm_source=transactional&utm_campaign=report_detailed_findings&utm_content=global.ntt#/scorecard/global.ntt/issues/application_security/x_frame_options_incorrect
https://platform.securityscorecard.io/?utm_medium=pdf&utm_source=transactional&utm_campaign=report_detailed_findings&utm_content=global.ntt#/scorecard/global.ntt/issues/application_security/x_frame_options_incorrect
https://platform.securityscorecard.io/?utm_medium=pdf&utm_source=transactional&utm_campaign=report_detailed_findings&utm_content=global.ntt#/scorecard/global.ntt/issues/application_security/x_frame_options_incorrect
https://platform.securityscorecard.io/?utm_medium=pdf&utm_source=transactional&utm_campaign=report_detailed_findings&utm_content=global.ntt#/scorecard/global.ntt/issues/application_security/x_frame_options_incorrect
https://platform.securityscorecard.io/?utm_medium=pdf&utm_source=transactional&utm_campaign=report_detailed_findings&utm_content=global.ntt#/scorecard/global.ntt/issues/application_security/x_frame_options_incorrect
https://platform.securityscorecard.io/?utm_medium=pdf&utm_source=transactional&utm_campaign=report_detailed_findings&utm_content=global.ntt#/scorecard/global.ntt/issues/application_security/x_frame_options_incorrect
https://platform.securityscorecard.io/?utm_medium=pdf&utm_source=transactional&utm_campaign=report_detailed_findings&utm_content=global.ntt#/scorecard/global.ntt/issues/application_security/x_frame_options_incorrect
https://platform.securityscorecard.io/?utm_medium=pdf&utm_source=transactional&utm_campaign=report_detailed_findings&utm_content=global.ntt#/scorecard/global.ntt/issues/application_security/x_frame_options_incorrect
https://platform.securityscorecard.io/?utm_medium=pdf&utm_source=transactional&utm_campaign=report_detailed_findings&utm_content=global.ntt#/scorecard/global.ntt/issues/application_security/x_frame_options_incorrect
https://platform.securityscorecard.io/?utm_medium=pdf&utm_source=transactional&utm_campaign=report_detailed_findings&utm_content=global.ntt#/scorecard/global.ntt/issues/application_security/x_frame_options_incorrect
https://platform.securityscorecard.io/?utm_medium=pdf&utm_source=transactional&utm_campaign=report_detailed_findings&utm_content=global.ntt#/scorecard/global.ntt/issues/application_security/x_frame_options_incorrect
https://platform.securityscorecard.io/?utm_medium=pdf&utm_source=transactional&utm_campaign=report_detailed_findings&utm_content=global.ntt#/scorecard/global.ntt/issues/application_security/x_frame_options_incorrect

2
Y )
.‘3' Security Scorecard

(:hm Fa—tEwyphr-RA7T

ZO7AT7SA4IRY - 'L 2T, REAWITWBHEEMOHZ X 1) T L& FIEMEAAECLET. 128 Z
. 77 7hMIONIPT FLZAORHBBA L TP IV R - F=ER=2)F v ranEd. ol Rt ER
SNDIREMNE . T—RRA T IR IF v DT AN —DERLBEELB LD ) £7.

O EXE & EXE M, EXE "MKl O 77RER

O ERRHEEH

RAKRT Ty b KA 67
REEEE SR IS

O RARRTTy b - FAADAREMEARE SN F L1z

RARRY Ty bOAREEARL TWD F A At anE Lz,

A

58 HERHIR
ZORMBASERRUBEN TN NS 23T, RATO—E  KABRRI Ty b - KX HhUEBICERERITL TLEWLZ &
ELTEREESNEGA. RN OvyF s 2702 AHERLET. BEISLT, 71y JIfERsn 38
T oAb RUBRE BIHINDRARROT YT (20 DHDEEL A DR AL HRERITLET.

(Z. YAN—=RITyTF A2 TD—FETHY) . IEHL N AA
EMTUWBEA, L HDAILI ZRFIDTLD (v TN
W FXAY) BBALERAAHEEDH DT X—IZ&
STEEEINET . ZOHEHLSBINT BI2(F. 1—H—H
URLD AT AF2) . ANSRDICHE TlE7 { WEH(Z L > THIE
SNdHA M FTRETEZIEAKMHFERY FT. ZhIZE
E LR ES I 7HB W ENSFETIE. WEBEE. Ri-
BHOXBIA%S 54 L WEELL 12 ASCIXTFXRIn& 12 & > TS
UnicodeXXFAFERALT (;zZE "L & T F4-3 ™u
TEE|ZDELT) . BBED R XA AZRERICEIAL
XA HREFELEFT. ZNHOHE(L, EX—ILDOFZ(EE
20521y IETHEEN BT Z2Webt 1 bZHE
B ZEMT. 714y d Fro_—rn—He LTH
FIAENET, R - TS50F 4R LT 770K L
Ear—>ar - H—ERP N1 AREF—EREFIAL
TWBHEIZL > TE. BEEOH DT 7 Z—IZLDRARA
Iy T AT FAAOERAEBRIET B 1-012, $EIL
- N XA A5 ERINICESFT 25805 7.

67D AER

IP7 FL-& FxXA AERERRE
AN AN www.11TA1.com 2020/9/26 7:17:12
0.0.0.0d wwww.2[022.com 2020/9/26 7:17:12
0.0.0.0 www.3330.com 2020/9/26 7:17:12
X X .X.X www.X444.com 2020/9/26 7:17:11
A.0.0X www.5A55.com 2020/9/26 7:17:1
0.0 X.A www.6606.com 2020/9/26 7:17:1
O X.A.O www.7770O.com 2020/9/26 7:17:11
X.A.0.0 www.8X88.com 2020/9/26 7:17:11
A.A.O.0 www.A999.com 2020/9/26 7:17:10
0.0 X X www.1001010.com 2020/9/26 7:17:10
0.0.0.0 www.11O1111.com 2020/9/26 7:17:10
X X.A.A www.1212X12.com

2020/9/26 7:17:10


https://platform.securityscorecard.io/?utm_medium=pdf&utm_source=transactional&utm_campaign=report_detailed_findings&utm_content=global.ntt#/scorecard/global.ntt/issues/cubit_score/typosquat
https://platform.securityscorecard.io/?utm_medium=pdf&utm_source=transactional&utm_campaign=report_detailed_findings&utm_content=global.ntt#/scorecard/global.ntt/issues/cubit_score/typosquat
https://platform.securityscorecard.io/?utm_medium=pdf&utm_source=transactional&utm_campaign=report_detailed_findings&utm_content=global.ntt#/scorecard/global.ntt/issues/cubit_score/typosquat
https://platform.securityscorecard.io/?utm_medium=pdf&utm_source=transactional&utm_campaign=report_detailed_findings&utm_content=global.ntt#/scorecard/global.ntt/issues/cubit_score/typosquat
https://platform.securityscorecard.io/?utm_medium=pdf&utm_source=transactional&utm_campaign=report_detailed_findings&utm_content=global.ntt#/scorecard/global.ntt/issues/cubit_score/typosquat
https://platform.securityscorecard.io/?utm_medium=pdf&utm_source=transactional&utm_campaign=report_detailed_findings&utm_content=global.ntt#/scorecard/global.ntt/issues/cubit_score/typosquat
https://platform.securityscorecard.io/?utm_medium=pdf&utm_source=transactional&utm_campaign=report_detailed_findings&utm_content=global.ntt#/scorecard/global.ntt/issues/cubit_score/typosquat
https://platform.securityscorecard.io/?utm_medium=pdf&utm_source=transactional&utm_campaign=report_detailed_findings&utm_content=global.ntt#/scorecard/global.ntt/issues/cubit_score/typosquat
https://platform.securityscorecard.io/?utm_medium=pdf&utm_source=transactional&utm_campaign=report_detailed_findings&utm_content=global.ntt#/scorecard/global.ntt/issues/cubit_score/typosquat
https://platform.securityscorecard.io/?utm_medium=pdf&utm_source=transactional&utm_campaign=report_detailed_findings&utm_content=global.ntt#/scorecard/global.ntt/issues/cubit_score/typosquat
https://platform.securityscorecard.io/?utm_medium=pdf&utm_source=transactional&utm_campaign=report_detailed_findings&utm_content=global.ntt#/scorecard/global.ntt/issues/cubit_score/typosquat
https://platform.securityscorecard.io/?utm_medium=pdf&utm_source=transactional&utm_campaign=report_detailed_findings&utm_content=global.ntt#/scorecard/global.ntt/issues/cubit_score/typosquat
https://platform.securityscorecard.io/?utm_medium=pdf&utm_source=transactional&utm_campaign=report_detailed_findings&utm_content=global.ntt#/scorecard/global.ntt/issues/cubit_score/typosquat
https://platform.securityscorecard.io/?utm_medium=pdf&utm_source=transactional&utm_campaign=report_detailed_findings&utm_content=global.ntt#/scorecard/global.ntt/issues/cubit_score/typosquat
https://platform.securityscorecard.io/?utm_medium=pdf&utm_source=transactional&utm_campaign=report_detailed_findings&utm_content=global.ntt#/scorecard/global.ntt/issues/cubit_score/typosquat
https://platform.securityscorecard.io/?utm_medium=pdf&utm_source=transactional&utm_campaign=report_detailed_findings&utm_content=global.ntt#/scorecard/global.ntt/issues/cubit_score/typosquat
https://platform.securityscorecard.io/?utm_medium=pdf&utm_source=transactional&utm_campaign=report_detailed_findings&utm_content=global.ntt#/scorecard/global.ntt/issues/cubit_score/typosquat
https://platform.securityscorecard.io/?utm_medium=pdf&utm_source=transactional&utm_campaign=report_detailed_findings&utm_content=global.ntt#/scorecard/global.ntt/issues/cubit_score/typosquat
https://platform.securityscorecard.io/?utm_medium=pdf&utm_source=transactional&utm_campaign=report_detailed_findings&utm_content=global.ntt#/scorecard/global.ntt/issues/cubit_score/typosquat
https://platform.securityscorecard.io/?utm_medium=pdf&utm_source=transactional&utm_campaign=report_detailed_findings&utm_content=global.ntt#/scorecard/global.ntt/issues/cubit_score/typosquat
https://platform.securityscorecard.io/?utm_medium=pdf&utm_source=transactional&utm_campaign=report_detailed_findings&utm_content=global.ntt#/scorecard/global.ntt/issues/cubit_score/typosquat
https://platform.securityscorecard.io/?utm_medium=pdf&utm_source=transactional&utm_campaign=report_detailed_findings&utm_content=global.ntt#/scorecard/global.ntt/issues/cubit_score/typosquat
https://platform.securityscorecard.io/?utm_medium=pdf&utm_source=transactional&utm_campaign=report_detailed_findings&utm_content=global.ntt#/scorecard/global.ntt/issues/cubit_score/typosquat
https://platform.securityscorecard.io/?utm_medium=pdf&utm_source=transactional&utm_campaign=report_detailed_findings&utm_content=global.ntt#/scorecard/global.ntt/issues/cubit_score/typosquat
https://platform.securityscorecard.io/?utm_medium=pdf&utm_source=transactional&utm_campaign=report_detailed_findings&utm_content=global.ntt#/scorecard/global.ntt/issues/cubit_score/typosquat
https://platform.securityscorecard.io/?utm_medium=pdf&utm_source=transactional&utm_campaign=report_detailed_findings&utm_content=global.ntt#/scorecard/global.ntt/issues/cubit_score/typosquat
https://platform.securityscorecard.io/?utm_medium=pdf&utm_source=transactional&utm_campaign=report_detailed_findings&utm_content=global.ntt#/scorecard/global.ntt/issues/cubit_score/typosquat
https://platform.securityscorecard.io/?utm_medium=pdf&utm_source=transactional&utm_campaign=report_detailed_findings&utm_content=global.ntt#/scorecard/global.ntt/issues/cubit_score/typosquat
https://platform.securityscorecard.io/?utm_medium=pdf&utm_source=transactional&utm_campaign=report_detailed_findings&utm_content=global.ntt#/scorecard/global.ntt/issues/cubit_score/typosquat
https://platform.securityscorecard.io/?utm_medium=pdf&utm_source=transactional&utm_campaign=report_detailed_findings&utm_content=global.ntt#/scorecard/global.ntt/issues/cubit_score/typosquat
https://platform.securityscorecard.io/?utm_medium=pdf&utm_source=transactional&utm_campaign=report_detailed_findings&utm_content=global.ntt#/scorecard/global.ntt/issues/cubit_score/typosquat
https://platform.securityscorecard.io/?utm_medium=pdf&utm_source=transactional&utm_campaign=report_detailed_findings&utm_content=global.ntt#/scorecard/global.ntt/issues/cubit_score/typosquat
https://platform.securityscorecard.io/?utm_medium=pdf&utm_source=transactional&utm_campaign=report_detailed_findings&utm_content=global.ntt#/scorecard/global.ntt/issues/cubit_score/typosquat
https://platform.securityscorecard.io/?utm_medium=pdf&utm_source=transactional&utm_campaign=report_detailed_findings&utm_content=global.ntt#/scorecard/global.ntt/issues/cubit_score/typosquat
https://platform.securityscorecard.io/?utm_medium=pdf&utm_source=transactional&utm_campaign=report_detailed_findings&utm_content=global.ntt#/scorecard/global.ntt/issues/cubit_score/typosquat
https://platform.securityscorecard.io/?utm_medium=pdf&utm_source=transactional&utm_campaign=report_detailed_findings&utm_content=global.ntt#/scorecard/global.ntt/issues/cubit_score/typosquat

2
l,} Security Scorecard

@wo DNSOOIEE M

ZDEZ2—IE, LEODNSHEDERM L BHEREL . BEDH B AN MFREL TWLWZ & & tDREDT Y T —
o D/\y S 7ONSERETHERL 9. E12, W T ELEDITRL HIEX—IL - T—N—pBYNRES N TN D Z & DNSH—
N=DELSCHEREINTWDZ L 5HERT 2DICHRAIBET.

O EXE &, O EXE ™, BEXRE "MK Q 773RER
DNS HealthdEXE "5, R#E DNS HealthdEXE " DfEE DNS Health?dE KX " fF#E DNS Healthdd) 77 ZD{AIEEH V)
FH') FLA (T FEA (THt) FEA FHA

© ERRGER

DNS Healtho) &Iz B KD o
TIWIH ) FEA

FETROH ) FHATLI:

BRTEECEF 2 T A BHEDHNE LUAXBORBIZE N DR, tNOHAEM - SCRSNHR TOBFEZEOMMHN RO EF211) T4 YR IZHT2ERDGLRTHY . WHBEEE-D
5| DREMEICBIT 2IREE 1IERENERDGLR, UL 2EEE L OBGEIOERREICHT ZHEEIE, \\HN DT — R E (IR DERMENTIF, 123U h e 2FEEOLF 1) 7 W REMAIZET
ME IR 2RATOH Y FBA. EF1)TAZATH—RE. () BEOERNEIARICHT 2R L TEEHEDRIE. (2 ERME. &R, BRY. bLUTLME. Q/N\J. Y7oz 7T

F—. BLURMEDWZ & (4 A>TV OBBENFI SNV &, LU (6) AT UYAMEEDY 7 b I T F123N— NIz THRTIMET 22 ¢ 80T, BARM - BIRNALTUSHL T, &/
AEABRT 2T TEH Y FHA. BZABBOZRATH— FOIXL METRASNERMRELUERIE. X2 FOERED LD THY) . SecurityScorecard % (3¢ DIBIEARMBNDARDFTET, S5H. 1=

[FR#BA RIS D HDTIIH Y £ A



2
Y )
.‘3' Security Scorecard

@67 IRBEAL b EF2)FT+

Endpoint Security B 2 —JUE, AL —F 17« S RF L, WebT o504 — BIEGTETOT 4T 72745 4%
T=RH LI INIERIRA 2 P EBIFL 29, BRGPNESNIBRICEOVLDTINLDT—RKRA > bOBELWN=C a0 %
AT A LICE T, 747 Mo 2701 N RBEHE LT,

O EXE & EXE ",

HOANL—=F SR8
TLhHERSNE LTz

HUL\Web 7 T I —HERE 17
nElLif:

O EFWARL—F A7 - AT LD MERINE LT 5.4 2370

EXE "MKl O 77RER

O ERRHEEH

&

&

HTWARL—=F 127« 2T L EDWeb T 5 7 —hHWebt —/N—(ZH kSN TWET,

B

Web7'Z 7t —hHWeb Y —/N\—([ZHEdT . 77V 74
—LEN—2 a3 BT BIEmA /N ZBH AN E T
ZONERIZ. ——pEYIR O T A RET B0ICK
ATHNBETTEL, 12—y b F&F 73R
DRA N TERENTWDE TS Y N 74— LET T —D
N=—araEET2ERNTHRERS L UEENET. =
nosn7F—2ty MIEDE, ROFXRTHPTH2HLA L
=T AT DRTLAMERINTUWDZEAFBAL L

1o MORICRTHEDHED., B—DINFIPT KL ZHMEE
OEDOREBRR MG DIHELH DI L ITIEELTL S
W, e A B—SNBIPAEFFORET A T+ —IL
RNATF = b7 A (F. EDEEDTRI by T -2y b7
—o&ENY -2 LTERRENET.

DI AER

RETT E N—3 RAT—R 2R
Microsoft Windows 7 7 end of service
Microsoft Windows 7 7 end of service
Microsoft Windows 7 7 end of service

HEREIR .
FELEZTDTNARADARL —F (>0« SRATLEEHLF
T. VI b7xT - RUOK=HPBAFTE, BEVCOIRIE T
SNTWBIHEE. BEEFHMEEEABEMZL £, 8N TER
ENTVBTNTOY T I T7eN— R I T7OEMEH R/
Ca—ILEHREL. FO/ Sy FAN ) —RET CIZTRTHEA
INBEHIZLET,

Y —2IP A=k AL AERERRE

AAAA 33680, 38120, 7409, Mozilla/5.0 2021/5/30 3:32:09
5323, 7988, 4045, (Windows NT 6.1;
46803, 11024, 12824, Win64; x64)
29445 AppleWebKit/537.36
(KHTML, like Gecko)
Chrome/80.0.39871
63 Safari/537.36
0.0.0.0 56172, 57425 Mozilla/5.0 2021/5/27 7:35:24
(Windows NT 6.1;
Win64; x64; rv:75.0)
Gecko/20100101
Firefox/75.0
0.0.0.0 Mozilla/5.0 2021/5/26 4:51:41
(Windows NT 6.1;
Win64; x64)
AppleWebKit/537.36
(KHTML, like Gecko)
Chrome/90.0.4430.
212 Safari/537.36


https://platform.securityscorecard.io/?utm_medium=pdf&utm_source=transactional&utm_campaign=report_detailed_findings&utm_content=global.ntt#/scorecard/global.ntt/issues/endpoint_security/outdated_os
https://platform.securityscorecard.io/?utm_medium=pdf&utm_source=transactional&utm_campaign=report_detailed_findings&utm_content=global.ntt#/scorecard/global.ntt/issues/endpoint_security/outdated_os
https://platform.securityscorecard.io/?utm_medium=pdf&utm_source=transactional&utm_campaign=report_detailed_findings&utm_content=global.ntt#/scorecard/global.ntt/issues/endpoint_security/outdated_os
https://platform.securityscorecard.io/?utm_medium=pdf&utm_source=transactional&utm_campaign=report_detailed_findings&utm_content=global.ntt#/scorecard/global.ntt/issues/endpoint_security/outdated_os
https://platform.securityscorecard.io/?utm_medium=pdf&utm_source=transactional&utm_campaign=report_detailed_findings&utm_content=global.ntt#/scorecard/global.ntt/issues/endpoint_security/outdated_os
https://platform.securityscorecard.io/?utm_medium=pdf&utm_source=transactional&utm_campaign=report_detailed_findings&utm_content=global.ntt#/scorecard/global.ntt/issues/endpoint_security/outdated_os
https://platform.securityscorecard.io/?utm_medium=pdf&utm_source=transactional&utm_campaign=report_detailed_findings&utm_content=global.ntt#/scorecard/global.ntt/issues/endpoint_security/outdated_os
https://platform.securityscorecard.io/?utm_medium=pdf&utm_source=transactional&utm_campaign=report_detailed_findings&utm_content=global.ntt#/scorecard/global.ntt/issues/endpoint_security/outdated_os
https://platform.securityscorecard.io/?utm_medium=pdf&utm_source=transactional&utm_campaign=report_detailed_findings&utm_content=global.ntt#/scorecard/global.ntt/issues/endpoint_security/outdated_os
https://platform.securityscorecard.io/?utm_medium=pdf&utm_source=transactional&utm_campaign=report_detailed_findings&utm_content=global.ntt#/scorecard/global.ntt/issues/endpoint_security/outdated_os
https://platform.securityscorecard.io/?utm_medium=pdf&utm_source=transactional&utm_campaign=report_detailed_findings&utm_content=global.ntt#/scorecard/global.ntt/issues/endpoint_security/outdated_os
https://platform.securityscorecard.io/?utm_medium=pdf&utm_source=transactional&utm_campaign=report_detailed_findings&utm_content=global.ntt#/scorecard/global.ntt/issues/endpoint_security/outdated_os
https://platform.securityscorecard.io/?utm_medium=pdf&utm_source=transactional&utm_campaign=report_detailed_findings&utm_content=global.ntt#/scorecard/global.ntt/issues/endpoint_security/outdated_os
https://platform.securityscorecard.io/?utm_medium=pdf&utm_source=transactional&utm_campaign=report_detailed_findings&utm_content=global.ntt#/scorecard/global.ntt/issues/endpoint_security/outdated_os
https://platform.securityscorecard.io/?utm_medium=pdf&utm_source=transactional&utm_campaign=report_detailed_findings&utm_content=global.ntt#/scorecard/global.ntt/issues/endpoint_security/outdated_os
https://platform.securityscorecard.io/?utm_medium=pdf&utm_source=transactional&utm_campaign=report_detailed_findings&utm_content=global.ntt#/scorecard/global.ntt/issues/endpoint_security/outdated_os
https://platform.securityscorecard.io/?utm_medium=pdf&utm_source=transactional&utm_campaign=report_detailed_findings&utm_content=global.ntt#/scorecard/global.ntt/issues/endpoint_security/outdated_os
https://platform.securityscorecard.io/?utm_medium=pdf&utm_source=transactional&utm_campaign=report_detailed_findings&utm_content=global.ntt#/scorecard/global.ntt/issues/endpoint_security/outdated_os
https://platform.securityscorecard.io/?utm_medium=pdf&utm_source=transactional&utm_campaign=report_detailed_findings&utm_content=global.ntt#/scorecard/global.ntt/issues/endpoint_security/outdated_os
https://platform.securityscorecard.io/?utm_medium=pdf&utm_source=transactional&utm_campaign=report_detailed_findings&utm_content=global.ntt#/scorecard/global.ntt/issues/endpoint_security/outdated_os
https://platform.securityscorecard.io/?utm_medium=pdf&utm_source=transactional&utm_campaign=report_detailed_findings&utm_content=global.ntt#/scorecard/global.ntt/issues/endpoint_security/outdated_os
https://platform.securityscorecard.io/?utm_medium=pdf&utm_source=transactional&utm_campaign=report_detailed_findings&utm_content=global.ntt#/scorecard/global.ntt/issues/endpoint_security/outdated_os
https://platform.securityscorecard.io/?utm_medium=pdf&utm_source=transactional&utm_campaign=report_detailed_findings&utm_content=global.ntt#/scorecard/global.ntt/issues/endpoint_security/outdated_os

xxxxx.comDaEAfi L R— b - 21/6/2(Z4ERL | 19/138

% N
‘.' SecurltyScorecard

Do 1y h—F vy 2=

SecurityScorecardHacker ChatterEX 2 —)UE. 7o X—0F 72 RNy H—F v R—DEEDA b)) —LaDHiT 518
DEBFNE/EE S AT LTT, 74—F L, IRC. Y= v)b - 2y )= ED/NYyH— - AI2ZF 1 - TARhy>ar
DAB RS )L, 238 Webt 1 FDERERD(T57-ICHGIZER, W&k, BLUERT &N F9 . Hacker Chatter2
A7 WEE Y —RIZRREND M > 27— R —DIEIZEDWT 7 > 73 S B1ERIREL ~XILDTERETT .

O EXE &, O EXE ", EXE K © 7732EkR
Hacker ChatterdEXE "5, DO Hacker ChatterddEXE b, (Db Hacker ChatterddEXKE K DOfF Hacker Chatter?) 75 X DA (T &
Blzdh) FHA ) FEA

Bl3dH ) 2EA BlIdH) FLA

O ERRHER

Hacker ChatteraF¥RIffH >
THIIHY) EEA

MR R2H0 ) FEATLL:

BT EECEF 1) T (BIEOONE SUOERTEORBICE FNDER(SE, tNOAKMN - dBRENRTOFEEOHHNLERDLF 1) T 1) R IZET2ERORRTHY . WHRDEEELD
ERIRECBIT DHREEIA, \HDT— R EF(SEERDEMMNTS, IV R 2EXEOLF 1) T WREMA ST

BB ORLMEIZRIT ZIE £ 1 (FBEDFEREDCR. LHe 2FHE » DEGEIDEE

lE IR 2RATOHY FBA. EF1YTAZXATH—RE. () BEOENEIARICHT 2R £ SEEHEDRIE. (2 ERE. &R, BRY. bLUTLME. Q/N\J Y7oz 7T
F—. BLURKMEDIWZ &, (@) A>T YOBEBENFR SNV &, LU B AT UYAMEEDY 7 M I T 123N\ — Rz TR TEET 22 & 80T RN - BIRNA2TUSHL T, #
AEABRT b TEH Y FHA. BZABBOZRATH— FOIXL METRASNERMRELUERIE. X2 FOERED LD THY) . SecurityScorecardf 12 (3¢ DBIEARMBNDARDFET, 35, 1=

[FRBAE RIS D HDTIIH Y £PA.



2
Y )
.‘3' Security Scorecard

(ijIPvtfliL—i/3>/

IP Reputation and Malware Exposure® < 1 —)l(%. SecurityScorecardD> > R—IL + A>T T AN T2 F v £OSINTYILY =

T 74— FDTLY R BIUY—FN—F A DBBA LT SR - F—&EBN— rF—2 v TEFBLET.
SecurityScorecard?D> > 7 iR—)L « AT AL, BEEIZL > TE-BS R FOCommand and Control (C2) 1> 7Z R b
ZOFvHLHEIOVILI T - L OFIVER)IAARFT . BET— R, AZECEEM (TSN ET . Malware
Exposure Key Threat IndicatorE2 12 —)LATETAREER S LT, LYz 7REDE L B MEREINET.

O EXE A EXE M, EXE "MK O 773RER

O ERERHER

VIV = T IR B E 2
TRITTDA R M—IVE 2
i3

O IV T RBRIERE

VI T T REAETREY 57— RO B ABE36SHE THERS N E L1,

L] HEIREI
TINAZDVIVI T TIBRETDE . DTNA R 1> VR FSNFIPT FLRCBEEMTONTOWS TN ZAFHEL
X—xwy b DI N -T2 K32 bA—IUC&C) H— T. WL = TRBEGERA S HH &) EFARET,

INEBEARGY D2 A MERINET. ZOBERFEICLY.
CILT T, BRELI-TNARAEREL. WL TOE
BEHISDGLSEZTMDIEATEDL)ICHYET. 2
DHBRIZLY) . DR L —SRDOT—RAHEIRORE S
nizl) . S —E2IEADDS) IS M b szl
;%i;@%%m&%ﬂ%%?ﬁéﬁ%ntUvéﬂ%ﬁ#
DM a—F. WL TREDAL 21— BEELTH

), WLz 7 BREGEI—FORRAIERTE 7.

DI AESR

I T T — A v —2ZIP bR BIERERE i B
stealrat unknown AANAAN 1 2021/2/24 6:54:30
dorkbot sinkhole 0.0.0.0 1 2021/2/6 0:40:03

O7 K7 T7DA >R M—IVER
T KO ITOA R L ERT B, BEISEMICH > THRSNE LT,

B HEIRETE

TINARIZT Rz THA R b—ILEanNde. 10X—*% JZ FENTWBIPT FL ZIZBFERT SN TWDBT/INA R 4&H
v b o —EREBIEERIRT A epMERINET. 2 N, T RITTDA R b—ILOREAA S LAY ) h e RER L £
DY —ERIZEST. PRI TEA A =ILEaNTWD £

gﬂfz%ﬁﬁb\J—V—mﬁﬁummﬁﬁﬁﬁéni

M a—F. PRIZTALAM—ILDA1—ER
LTHY., PRI T7A R —ILOBEE—FEDORR 5 LE
THIENTEET.


https://platform.securityscorecard.io/?utm_medium=pdf&utm_source=transactional&utm_campaign=report_detailed_findings&utm_content=global.ntt#/scorecard/global.ntt/issues/ip_reputation/malware_infection_trail
https://platform.securityscorecard.io/?utm_medium=pdf&utm_source=transactional&utm_campaign=report_detailed_findings&utm_content=global.ntt#/scorecard/global.ntt/issues/ip_reputation/malware_infection_trail
https://platform.securityscorecard.io/?utm_medium=pdf&utm_source=transactional&utm_campaign=report_detailed_findings&utm_content=global.ntt#/scorecard/global.ntt/issues/ip_reputation/malware_infection_trail
https://platform.securityscorecard.io/?utm_medium=pdf&utm_source=transactional&utm_campaign=report_detailed_findings&utm_content=global.ntt#/scorecard/global.ntt/issues/ip_reputation/malware_infection_trail
https://platform.securityscorecard.io/?utm_medium=pdf&utm_source=transactional&utm_campaign=report_detailed_findings&utm_content=global.ntt#/scorecard/global.ntt/issues/ip_reputation/malware_infection_trail
https://platform.securityscorecard.io/?utm_medium=pdf&utm_source=transactional&utm_campaign=report_detailed_findings&utm_content=global.ntt#/scorecard/global.ntt/issues/ip_reputation/malware_infection_trail
https://platform.securityscorecard.io/?utm_medium=pdf&utm_source=transactional&utm_campaign=report_detailed_findings&utm_content=global.ntt#/scorecard/global.ntt/issues/ip_reputation/malware_infection_trail
https://platform.securityscorecard.io/?utm_medium=pdf&utm_source=transactional&utm_campaign=report_detailed_findings&utm_content=global.ntt#/scorecard/global.ntt/issues/ip_reputation/malware_infection_trail
https://platform.securityscorecard.io/?utm_medium=pdf&utm_source=transactional&utm_campaign=report_detailed_findings&utm_content=global.ntt#/scorecard/global.ntt/issues/ip_reputation/malware_infection_trail
https://platform.securityscorecard.io/?utm_medium=pdf&utm_source=transactional&utm_campaign=report_detailed_findings&utm_content=global.ntt#/scorecard/global.ntt/issues/ip_reputation/malware_infection_trail

2
Y )
ls. Security Scorecard

@90 B -5

Z DInformation LeakEL 2 —JUE, FrvR— - EZX) 7T 1—7WebEZXR ) I DEMBEAFIAL T, /Ny H—DEIT
B L TWBEHRNL L I-RHERAFE L £9. —MRAIFTICRRSINIZKET—KXDOREA S, INRELTREXR Y 71—/ MR
AR ETHY) 7.

O EXE &, BEXE ™, BEXE K @ 77RER
RHEBH ERIZESENT 1
WET

O ERRHEEH

BRIZZS5INTVDRAE 1
B (BEROBER)

O BIRICE L INTVWDRELFR (BEDBERE)

HZEBNDE X —IVIZBIEM T S - FREHERA R RSN L1-.

B HEREIR

BAGEINER & BIERF T S EBF A —ILE /X2 — KD REBHICEL-(IY—NX—F O T A Iz, ZEAEZ(T]-
FHEHA. NV H—DT o R—TT IR, Fizld. £Fa EEERAFEAL TWEWI E AR LET. X2 T35
JF A3 22FARNTHE>TWBZ ¢AMEREINE L DIMED G 1B TTNTO/NRAI)—FAEEINTWD I &
1z. HRLET. ENRT—FDOGEE. RERIPT KL ZAHLD
Rl—0/ 27— K&4&)RLFIBLTWS ., €Fa) 5o O2A i T4 ) IR LR/ XA — R - 1)z FITO4RY)
EnyzopEE) £9. BIAIE. RN TRALERA R BLULAGUWHEIDEO T THERLET .

AW, BERahdE, HRORTFLPANEEHL 2T

Ls/CRM/ F =l E 6 DFEAMERT B thodSaaS 7 O/ N1 X —7p

Y WS AMNBIZERRE L TWB S R T LDREIZ DA £

7. BRINIRAIERIE. KREBORRT—2D—HBE L

T, 1. XT ) v o BLUT 5 A R— b DHacker Chatter*/

— LB aEnE L.

R U-REERICRET Z2EABANERIE. thbsg—7

W MBS T-EERY =L v LI ST L O s i

TH-OIZHFBEEINET.

. TN —EDEEA S, REAFTIT-A—Y—1ER

(TN ENDRA AT H— FOBEEEREFFOI—HF (2D

HERTE XY,
HEDFEHAER
N oy kA IRIRE AL HEER(TI-A—Y—  #E#EER
Promo 2020 Promo.com, an Israeli- 2020/8/13 12:00:00
XXXXX.COM

based marketing video
creation site, has disclosed
a data breach after a
database containing 22
million user records was
leaked for free on a hacker
forum. Promo is a web site
that allows you to create
promotional videos or ads
that can then be shared on
social networks such as
Facebook, Instagram,
Twitter, and LinkedIn
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CVE-2009-4022 AA.A.NA 53 2009/11/25 0:00:00 2021/5/27 14:03:05

HeSSMEDRREH : Unspecified vulnerability in ISC BIND 9.0.x through 9.3.x, 9.4 before 9.4.3-P4, 9.5 before 9.5.2-P1, 9.6 before 9.6.1-P2, and 9.7 beta before 9.7.0b3, with
DNSSEC validation enabled and checking disabled (CD), allows remote attackers to conduct DNS cache poisoning attacks by receiving a recursive client query and
sending a response that contains an Additional section with crafted data, which is not properly handled when the response is processed "at the same time as
requesting DNSSEC records (DO)," aka Bug 20438.

CVE-2014-0591 AN A A 53 2014/1/14 0:00:00 2021/5/27 14:03:05

eSSt DRRRA : The query_findclosestnsec3 function in query.c in named in ISC BIND 9.6, 9.7, and 9.8 before 9.8.6-P2 and 9.9 before 9.9.4-P2, and 9.6-ESV before 9.6-
ESV-R10-P2, allows remote attackers to cause a denial of service (INSIST assertion failure and daemon exit) via a crafted DNS query to an authoritative nameserver that
uses the NSEC3 signing feature.

CVE-2014-0591 b.0.0.0 53 2014/1/14 0:00:00 2021/5/27 13:40:02
HeSStEDRREA : The query_findclosestnsec3 function in query.c in named in ISC BIND 9.6, 9.7, and 9.8 before 9.8.6-P2 and 9.9 before 9.9.4-P2, and 9.6-ESV before 9.6-
ESV-R10-P2, allows remote attackers to cause a denial of service (INSIST assertion failure and daemon exit) via a crafted DNS query to an authoritative nameserver that
uses the NSEC3 signing feature.

CVE-2018-5745 0.0.0.4d 53 2019/10/9 0:00:00 2021/5/27 13:40:02
HeSSMEDRREA : "managed-keys" is a feature which allows a BIND resolver to automatically maintain the keys used by trust anchors which operators configure for use in
DNSSEC validation. Due to an error in the managed-keys feature it is possible for a BIND server which uses managed-keys to exit due to an assertion failure if, during
key rollover, a trust anchor's keys are replaced with keys which use an unsupported algorithm. Versions affected: BIND 9.9.0 -> 9.10.8-P1, 9.11.0 -> 9.11.5-P1, 9.12.0 ->
9.12.3-P1, and versions 9.9.3-S1-> 9.11.5-S3 of BIND 9 Supported Preview Edition. Versions 9.13.0 -> 9.13.6 of the 9.13 development branch are also affected. Versions
prior to BIND 9.9.0 have not been evaluated for vulnerability to CVE-2018-5745.

CVE-2012-2687 0.0.0.0 443 2012/8/22 0:00:00 2021/5/21 21:07:47
HeSSMEDRREA : Multiple cross-site scripting (XSS) vulnerabilities in the make_variant_list function in mod_negotiation.c in the mod_negotiation module in the Apache
HTTP Server 2.4.x before 2.4.3, when the MultiViews option is enabled, allow remote attackers to inject arbitrary web script or HTML via a crafted filename that is not
properly handled during construction of a variant list.

CVE-2011-4415 XX XX 443 201/1/8 0:00:00 2021/5/2120:44:30
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